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Trung Cong dn cap bi mat cia
Hoa Ky bang cach nao

Loi gidi thigu: Trén thé giGi, hay it ra la & My, hang chit “Made in China” luén mang mét, hodc tdt ca,

¥ nghia la “hang gia”, “ré tién”, “khong bén” hodc “déc hai”. Vi Iy do “ré tién” nén cdc logi hang

thugc loai vat dung hang ngay tran ngap cira hang tir nhé dén 1om trén toan nuwée My. Tham chi céc loai
“hang gia” doc hai ciing len [6i dwgc vao cdc cira hang cho dan chiing ciing nhiw chinh phii va nhat la

qudn dji. Piéu nay anh hieong tai hai cho sikc khée cia dan chiing va nén an ninh quéc gia.

Cdu hoi thuwong dwoe dit ra la lam sao ma Trung cong cé thé nhanh chéng lam ra nhitng san pham gid,
ngay cd nhitng san pham can dén ky thudt tan tién nhuw vé tinh, phan luc co' chién déu... Pé tra loi cdu
hoi nay, ong Christopher Wray, Gidm Péc FBI dd cho biét véi mét cau ngdn gon “Trung Cong lic ndo
ciing muén dn cdp bi mét ciia Hoa Ky va ho rdt giéi trong viéc nay.’

Bdc San Lam Vién xin moi quy vi doc bai viét ciia hai ky gia Aarthi Swaminathan and Michael B. Kelley
“How China steals U.S. secrets - Trung Céng An Cdp Bi Mdt Ciia Hoa Ky Bang Cdch Nao” ddng trén
trang [Yahoo Finance ngay 18 thang 8, 2018 https.//finance.yahoo.com/news/china-steals-u-s-secrets-
124029052.html] vira qua da dwoc Lam Vién chuyén ngir. Poc dé thdy ré tam nguy hiém cia Trung
Cong qua loi tuyén b6 ciia ong gidm doc FBI “Nhin tir quan diém phan gian thi Trung Cong la mot
quoc gia dai dién cho mét thir thach I6n nhdt, phé bién nhat, de doa nhat ma ching ta phai doi dau.”

Ddc san Lam Vién

“Trung Céng liic nao ciing muon dan cap bi mét cia Hoa Ky va ho rat giéi trong viéc nay.”

Gém d6c FBI, ong Christopher Wray, néi v6i Dién Dan An Ninh Aspen (Aspen
Security Forum) vao thang Bay vira qua rang “Nhin tir quan diém phan gian thi Trung
Cong (TC) la mot quoc gia dai dién cho mot thir thach Ion nhat, phé bién nhat, de doa
nhdt ma ching ta phai doi dau.”

Mot ban bao céo gan ddy cia chinh pha Hoa Ky ¢6 tua dé “Gian Piép Kinh Té Nudc
Ngoai Trong Khong Gian Ao - Foreign Economic Espionage in Cyberspace cho thay
TC an cap tai san tri tu¢ cua Hoa Ky va bi mat cua chinh phu My v€ moi mat - moi
phuong dién.
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“TC da xép dat nhitng nd lyc rong 16n dé mua cac cong ty ki thuat ctia Hoa Ky bao gdm
ca nhitng bi mat throng mai nhay cam va thong tin s¢ hitu déc quyén,” theo bio céo cua
Trung Tam Phan Tinh Bao va An Ninh Quéc Gia (National Counterintelligence and
Security Center - NCSC). “Ho tiép tuc sir dung gian diép mang (cyber espionage) dé hd
tro cac muc tiéu phat trién chién luogc - khoa hoc va ky thuat tan tién, hién dai hoa quan
su va cidc muc tiéu cua chinh sach kinh té.”

Dudi day 1a chién lugc cua Trung cong dudi quan di€ém cia Hoa Ky:

CHINA'S
STRATEGIC GOALS

Ngudn: Trung TAm Phan Gian va
An Ninh Quoc Gia

TC hy vong s& tiép tuc muc tiéu phat trién chién luoc cia ho bang cach sir dung gian diép
mang de nhim vao muc tiéu cta “cac cong ty tu nhan cua Hoa Ky, tap trung vao cac nha
thau quéc phong hodc cac cong ty dién toan va truyen thong c6 san pham va dich vu hd
tro cac mang ludi chinh phu va tu nhén trén toan thé gidi,” NCSC khang dinh.

Chi tiét vé cac chién thuét khac nhau, tir viéc thu hat sy cong tac cua cac truong dai hoc
dén gian di€p va tin tac. Bdo céo cho thay Bac Kinh da dau tu mét no lyc dang ké dé thu
thap duoc nhirng bi mat vé su hi€u biét vé ky thuat cia Hoa Ky.

“Chiing t6i tin rang TC s& tiép tuc 1a mdi de doa d6i voi ki thuat va sd hiru tri tué cia
Hoa Ky bang cac phuong tién khoa hoc mang (cyber - internet) hoic cac phuong phap
khac,” ban bao céo nay ciing xem xét dén Nga va Iran, va dua dén két luan TC 1 chinh.
“Néu mbi de doa nay khong dugc giai quyét, nd c6 thé lam x6i mon loi thé canh tranh
kinh té 1au dai ciia Hoa Ky.”
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Paul Moore, cyu nhan vién phén tich vé Trung cong cta FBI, giai thich cach suy nghi cua
gian di€p TC bang su so sanh nhu sau:

Neéu mgt bai bién 1a muc tiéu, thi:

« Nguoi Nga s& gtri dén d6 mot tau ngam, nhirg ngudi nhai, trong bong dém sé& an cip va
thu thap nhiéu thung cat dem vé Moscow.

* Hoa Ky s€ gtri dén d6 mdt vé tinh d€ ghi nhén, r61 sau d6 dua ra mot dong tai ligu.

« TC sé& gui dén d6 hang ngan du khach, m01 nguoi dugc chi dinh de thu thap mot hat cat
duy nhat Khi ho tré vé, ho s& dugc yéu cau giil khin tam ra. Va cudi ciung TC s& biét
nhiéu vé cat hon bat cir ai khac.

TC d4 an cap tai san tri tué cia Hoa Ky trong nhiéu thap nién. Duéi day 1a mot s6 hoat
dong gian di¢p gan day ma chung ta dugc bict (dugc sap xép theo loai dit kién dugc thu
thép):

Dich vu thong minh (Intelligence Services)

Diéu dang lo ngai nhat 1 1am thé nao B6 Qudc Phong TC (MSS) va céc co quan tinh bao
quan su tham gia vao cac no luc cua chinh phu TC trong viéc thu thap khoa hoc va ky
thuat ciia ngoai qudc (ngoai vi¢c lam hong cac no luc gian di¢p cua CIA).

Viduy, dau nim nay, mot cuu si quan tinh bao My da bi budc o1 Ién lut chuyén tai liéu vé
cac van dé quan su va tinh bao ctia My cho TC dé d6i lay tién.

Ron Rockwell Hansen, ngudi da phuc vu 20 nim trong Quan doi Hoa Ky (bao gom mot
vai thang véi Co Quan Tinh Bao Qubc Phong), bi cdo budc da tham dyu hoi nghi thuong
mai thay mat cho TC va chia sé tai liéu ma ong ta da thu thap dugc vdi cac nhan vién co
lién hé v6i co quan tinh bao TC.

Truong hop ctia Hansen chi 1a mot trong nhiéu truong hop TC nham vao cac cong dan

Hoa Ky dé mua cac bi mat qudc phong ctia Hoa Ky, tir may bay quan sy téi cac hé thong
hat nhan [nguyén tw].
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Phan lye co chién dau F-35 Lightning II ciia hing Lockheed Martin
(REUTERS/Gary Cameron/File Photo)

Trong trudng hop ho khong thé 161 kéo cac nhan vién tinh bao My hodc nguoi trong cudc,
TC cling tham gia vao viéc tan cong mang (tin tic - hacking) - chang han nhu trong
truong hop phan luc co chién dau F-35.

Trong nam 2015, theo cac tai li¢u dugc cung cép béi moOt cyu nhan vién cia nha thau cho
Co Quan An Ninh Qubc Gia Hoa Ky, Edward Snowden, di cho thay rang tin tic TC da
lay cap dir liéu ctia phan luc co chién ddu F-35 Lightning I tir nha thau phu Lockheed
Martin (LMT).

Truong hop ndy - 1a mot trong sé nhiéu trudng hop khéc - cho thay cac tin tic TC dang
st dung nhiing tai liéu dugc khai thac tir cdc nha thau quoc phong ciia My dé ché tao vii
khi ctia riéng ho nhu thé nao.

Chiéc F-35 dugc bién thanh nhimg may bay chién ‘déu do TC ché tao nhu J-31 va
Chengdu J-20, gdy anh hudéng nghiém trong cho nén an ninh quoc gia Hoa Ky.

Thu thap tin tirc khong theo cach thong thuong

Theo NCSC, TC str dung nhiing ca nhan co nghé chinh trong nganh khoa hoc hoic kinh
doanh dé nham vao muc tiéu va ti€p thu k¥ thuat ciia Hoa Ky.

Vi dy, mét k¥ su cua hang General Electric (GE) c6 1ién h¢ véi TC, gﬁn day da bi bt va
bi budc t01 an cap cac tai li¢u lién quan dén k¥ thuat doc quyén dé ché tao may phat di¢n
(power-turbine).
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Xiaoqing Zheng, mot cong dan Hoa Ky, duge GE thué dé 1am viéc trong phan khu dién
luc & New York. Vao nam 2014, nhom bao mat ctia cong ty GE phat hién ra ring Zheng
da sao chép hon 19,000 tai li€u tr may tinh thudc sé hiru cia GE sang bo phan luu tri
bén ngoai. Zeng ndi véi cac nhan vién ctia GE rang 6ng ta da xoa tit ca - nhung sau d6
lai tiép tuc pham toi vao nam 2017.

FBI, da lam viéc chat ch€ voi GE trong truong hgp nay, cho biét Zheng da che gidu rat
cong phu hanh dong cua minh dé tranh bi phat hién.

Zheng bi bt vao dau thang 8 nim 2018.

Thung Iting Silicon, dac biét, da tré thanh mot b cua gian diép nudc ngoai nhim muc tiéu
vao cac loai tai liéu, nhu dugc mo ta rat chi tiét bdi Zach Dorfman trong trang bao dién tir
Politico.

“TC c6 mdt ngudn tai nguyén rong 16n”, Kathleen Puckett, nguoi lam viéc trong nganh
phan tinh bao (counterintelligence) trong vung vinh (Bay Area) tir nam 1979 dén nam
2007, noi voi Dorfman. “Ho ¢6 tat ca thoi gian, va tat ca su kién nhn trén thé gisi. 6 1a
th&t ban can nhiéu hon bat ctr thir gi khac.”

Thang trudc, cac nha chirc trach My di bat gitr mot cuu k¥ su cia hing Apple vé toi an
cap tai li¢u bi mat vé€ xe hoi khong ngudi 1ai cho mgt cong ty moi khadi nghiép cua TC.

Lién doanh (Hop tac thwong mai)
TC cling sur dung céc lién doanh dé co duoc k¥ nghé va bi mat k¥ thuat, theo bao cao.

Lién doanh hop tac vé mat 1y thuyét: Hai cong ty 1am viéc cung nhau dé hoc héi tir cac
phuong phép hay nhat cua nhau. Nhung khi ban lam viéc voi TC, n6 tréd nén u am.

Néu mot cong ty nudc ngoai mudn xdm nhdp vao mot sé nganh k§ nghé & TC, ho thuong
can phai thanh 13p mdt lién doanh v41 mot cong ty dia phuong.

Theo mét bai bao ctia Phong Nghién Ctru Kinh Té Qudc Gia di kiém diém tat ca cac lién
doanh quéc té tai TC tir ndm 1998 dén 2007, cac cong ty TC khai thac cac mdi quan hé
d6 dé thu duoc kién thirc dang keé tir cong ty ngoai qudc, sau d6 dugc ho sir dung dé tai
tao cling mot san pham.
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Vi du, trong mot cude khao sat nam 2017 cua Hoi f)c“mg Kinh Doanh My-Trung, gan
20% doanh nghi¢p My cho biét ho da dugc tryc ti€p yéu cau chuyén giao ky thuét cho
mot doi tac TC trong cac cudc dam phan.

How did your company respond?

It was unacc oD able and we
thdrew from the proposed
business transaction

10%

It was unacceptable, but we
had to comply to do business

10%

It was unacceptable and we
mitigated the request, but still
had to transfer some tech

It was acceptable and we
trans ‘('nr"l he tech

30%

Biéu db khio sat thanh vién cia Hoi Pdng Kinh Doanh M§-Trung 2017

Thé nhung rat kho dé theo doi nhimg hanh dong nay la vi “cac cong ty duoc khich 1¢ boi
nhimg ddc quyén dé gitt im lang vé nhitng diéu nay, vi d6 la mot phan cia ‘sy bu dap
quyén loi - quid pro quo’ khi khéng phan nan vé nhu’ng gi ho phai tir bo dé duoc tlep
nhan vao thi truong ciia TC”, Thomas Holmes, tac gia cta bao cdo NBER, d3 cho biét.

Holmes nhan manh mot truong hop lién quan dén cong ty khong 16 ctia Birc 13 Siemens
nhu 12 mét vi du vé mot lién doanh d3 cho phép TC trom cap thong tin.

Nam 2011, giam d6c diéu hanh cua cong ty ki thuat Alstom ctia Phap, cho biét Siemens
co thé vo tinh da ti€t 16 cac bi mat vé ky thuat ché tau dién chay trén duong sat voi van
toc cao cho cac cong ty TC thong qua quan hé hop tac thuong mai.

Kron néi rang Alstom mién cudng tham gia quan hé hop tac & TC vi 6ng khong mudn
ban giao “cac thanh phan k¥ thuét cao” cho cac doéi tac kinh doanh TC vi ho c6 thé su
dung chiing dé quay lai canh tranh v&i cung mot cong ty.

Alstom truée d6 dd khang dinh rang 90% k¥ nghé dudng sit cao toc ma TC dang sir dung

c6 ngudn goc tir quan h¢ doi tac hodc trang bi cua cac cong ty nudc ngoai da phat minh
ra.
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CRH380 (Hé Thong Puong Sit Cao Tdc) & thanh phd
Vii Hin (Wuhan, Hubei), December 25, 2012.

Sap nhap va mua lai

Trong mot sb truong hop, TC tim cach mua lai cac cong ty da c6 ky thuat, co so va
nhirng nhan vién ma ho mong mudn. Nhiing di€u nay doi khi bi Uy Ban Dau Tu Ngoai
Quodc tai Hoa Ky (CFIUS) ngan chan.

Nhung CFIUS di dé cho nhiéu trudong hop lot qua khoi mang luéi qua rong cta ho.

Pau nim ngoai, khi mot cong ty duoc goi 1a Avatar Integrated Systems tuyén bd pha san,
TC da hy vong mua mét trong nhiing cong ty mua lai truéc day, ATop Tech, mot cong ty
ché tao chip (bd phan dung trong may di€n toan - computer).

Viéc mua lai da trai qua dé dang, khong gap nhiéu phién phire tir chinh phu Hoa Ky, mic
du cong ty ndy san xuit cac san pham quan trong cho cc hé thong quan su cua Hoa Ky.
Nhirng loai giao dich ndy, dic biét 1a véi cac cong ty thudc chudi cong ty cung tmg 16n
hon, s& c6 nhitng anh hudng 16n vao an ninh qudc gia, dé hang gia ctia TC lot vao céc
chudi cong ty cung cap trang bi cho quan doi.

Chuwong trinh tuyén dung nhan tai

TC ciling st dung cac chuong trinh tuyén dung nhéan tai ciia ho dé tim cac chuyén gia
nudc ngoai vao lam viéc ¢ TC trong cac chuong trinh chién lugc quan trong.
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TC cling tuyén dung rat nhiéu cac nha khoa hoc tir nudc ngoai bﬁng cach thu hut ho voi
céc khoan tién lwong 16n. TC tham chi con nhanh chéng cung cap chiéu khan lam viéc
(work visa) cho nhirng ngudi doat giai Nobel, hun luyén vién va thé thao gia.

M0 hinh ctia may dién nguyén tir ctia hang
General Nuclear Power Corporation (CGN) ciia TC
trung bay tai Hoi Cho Nguyén Tir Thé Gi6i &
Villepinte, gﬁn Paris, Phap, June 26, 2018.
(REUTERS/Benoit Tessier)

Nam ngodi, mot k¥ su nguyén tir ngudi My goc Tau, Allen Ho, d4 nhan t6i 4&m muu san
xuat “vat liéu hat nhan dac biét” 6 TC.

Hb da dugc thué lam ¢d van cho Tong Cong Ty Dién Hat Nhan Trung Cong, gitp ho
tuyén dung va thyc thi cac hop ddng véi cac ki su ‘nguyén tu ¢ Hoa Ky dé hd tro dyu an
va ché tao cac bd phan cho 10 _phan tng hat nhan. Ong ta cung gip tao thudn loi cho viée
di lai dén TC va thanh toan tién lwong cho cac chuyén gia dé d6i lay dich vu cuaa ho.

Ho hién dang thu an hai nam tu.
Aarthi Swaminathan va Michael B. Kelley

Lam Vién - Chuyén Ngi
(Ddc San Lam Vién)

Nguyén ban Anh ngilt: How China steals U.S. secrets
Aarthi Swaminathan and Michael B. Kelley,Yahoo Finance - August 18, 2018
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Nguén: Internet eMail by dslv chuyén
http://'www.dslamvien.com/2018/08/trung-cong-cap-bi-mat-cua-hoa-ky-bang. html!

Dang ngay Thir Hai, August 20, 2018
Ban Ky Thudt Khoa 104-72/SQTB/DD, bP11/TPIND, QLVNCH
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